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  5. Principal Asks a School Mental Health Counselor to Share 
   Information About Student Who Posted Violent Messages on 

 Facebook 
 A student has been posting violent messages on his Facebook page. The 

   school principal is told about the messages, but he cannot discipline the 
  student because the messages don’t contain direct threats to the school or  

  the students. Nonetheless, the principal and the staff are greatly concerned.   

The principal approaches the School Resource Officer (SRO), who is  
  employed by the school, to express his concerns. The SRO agrees with the 

 principal, but he says his hands are tied because no crime has been 
     committed. The SRO suggests that the principal and he talk to the school mental health counselor, who is  

     known to have worked with the student for much of the past year. When they share their concerns with the 
   mental health counselor, she replies that she can’t divulge any information about the student because of  

 confidentiality rules. 

 

 

Who has the information?  
The school  mental health counselor.  

Who wants the information?  
The principal and the SRO.  

What information does the requester  want?  
It is not clear  from  the facts provided here.  

What does  the requester  want to do with the information?  
It is not clear, but presumably the principal and the SRO want  to intervene to ensure that  the student does not  
engage in harmful behavior.  

Which laws are relevant  in this situation?  
FERPA governs  the school counselor’s disclosure of information to other  school personnel  (unless  the 
counselor is employed by a community mental health agency).  

Note:  While FERPA  governs  the principal’s disclosure of  “education records”  to others, a student’s posting on  
Facebook is  not  an education record.  
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What do the laws permit, and what do they  prohibit?  
The mental health counselor needs a signed authorization from the student’s parent to disclose the requested 
information to the principal and the SRO. But two FERPA exceptions to the need for parental consent may 
apply here: 

•	 FERPA allows disclosure without parental consent to other school officials who have a legitimate 
educational interest in the records. If the school has a policy of allowing such release, the school must 
include in an annual notification to parents the specific criteria for determining who is a school official 
and what constitutes a legitimate educational interest. 

•	 FERPA allows school officials to release information to an individual in connection with a health or 
safety emergency if that person’s knowledge of the information is necessary to protect the health or 
safety of a student or others. If a school official determines that there is an articulable and significant 
threat to the health or safety of the student or other individuals and that a party needs the information 
to protect the health or safety of the student or other individuals, the school may disclose the 
information to appropriate parties without parental consent. 

The U.S. Department of Education has issued guidance on the health and safety emergency exception, which 
says that a school must make the decision to disclose on a case-by-case basis, taking into account the totality 
of the circumstances pertaining to a threat to the health or safety of the student or others. Law enforcement 
officials, public health officials, trained medical personnel, and parents are the types of parties to whom 
information is typically disclosed under this FERPA exception. 

Note: FERPA does not address the disclosure of information that isn’t contained in the student’s education 
record, such as the Facebook posting in this case example. 

How can school personnel proceed legally in  this situation?  
DISCLOSE INFORMATION  ABOUT THE FACEBOOK POST TO THE COUNSELOR  
Because the information related to the student’s post on Facebook is not part of the student’s education 
record, it is fine for the principal and the SRO to report their concerns about the student to the school mental 
health counselor. They can ask the mental health counselor to speak to the student about their concerns. 

OBTAIN PARENTAL  CONSENT  
The principal and SRO can invite the student’s parent to the school for a meeting. At the meeting, they can 
ask the parent to sign an authorization to allow the school mental health counselor to share information about 
the student. Under FERPA, written authorization to release education records must do the following: 

•	 Specify the records to be disclosed 
•	 State the purpose of the disclosure 
•	 Identify the party or class of parties to whom disclosure is to be made 



 

    

     
    

  

   
  

 

    

 

 
  

• Be signed and dated by the student’s parent or guardian. 

USE THE LEGITIMATE EDUCATIONAL INTEREST  EXCEPTION  
In this case example, if the school had included the required information in its annual notification, the mental 
health counselor could share information about the student with the principal and the SRO (if the SRO falls 
within the notification’s definition of a school official) without first obtaining parental consent. 

USE THE HEALTH AND SAFETY EMERGENCY EXCEPTION  
If the mental health counselor were aware that the student had directly threatened to harm students or other 
individuals, she could alert school officials to the danger. 
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